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Secrecy for security’s sake?

In truth this argument is rather disingen-
uous. Source code may be kept secret for
commercial reasons, and doing so does
not automatically imply that it is less
secure. The test is whether the vendor is
relying significantly on secrecy for securi-
ty, in which case it is untrustworthy. But
in the case of Cisco and Microsoft the sit-

uation is slightly ambiguous in that while
intellectual property protection is the pri-
mary motive for source code secrecy, both
vendors have relied to some extent on
obscurity for their security. At any rate
that has been the practical outcome of
their efforts to maintain source code secre-
cy, for exposure even of portions of code
usually leads to the discovery of previous-
ly unknown vulnerabilities. 

Is the leak a threat?
The question is whether the newly
exposed vulnerabilities pose a serious
threat. In the case of Cisco it is too early
to tell, although there are some pointers.
In the case of Microsoft, exposure of the
source code revealed a hole in Internet 
Explorer (IE), but this has yet to be
exploited, and no further vulnerabilities
have been discovered. Hackers continue
to find ways of attacking Windows and IE
without having to probe the source code.

That being the case, Cisco should be in
a still more comfortable position, at least
with regard to the source code exposure.
Hackers have hitherto concentrated most
of their fire on the servers, hosts and pri-
vate networks attached to the Internet,
rather than on the underlying IP infra-
structure. Whether the motive is notori-
ety, fraud or disruption, end systems con-
stitute a more rewarding target. 

On the other hand a successful large
scale attack on the Internet itself could
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It was clearly bad news for Cisco itself when a portion of its IOS software surfaced
for a few days in May on a Russian website. But it was difficult to obtain a consen-
sus within the security industry over the potential threat posed by the breach to the
Internet as a whole or to the countless private IP networks. Given that IOS drives
most of the world’s routers that direct traffic both through the Internet and private
networks, theft of some of its source code clearly gives hackers the potential to
exploit vulnerabilities that would be hard to identify otherwise. Naturally the Open
Source community pounced on the issue, as they did earlier in the year when some
Microsoft Windows source code was stolen, with the argument that any system rely-
ing on secrecy for security is fundamentally flawed and by definition insecure.
Kerckhoff ’s law that “a system should be designed to be secure if everything is known
about it except the key information” was trotted out as an argument that closed
source software such as IOS and Windows would soon be extinct, ushering in the
golden age of open source. 
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create more widespread economic damage
and undermine confidence in online activ-
ity as a whole, so the Cisco breach has
ramifications beyond the company’s own
credibility. 

However, even Cisco’s own credibility
cannot be entirely dissociated from the
well being of the Internet, given the com-
pany’s dominance of the router market. If
its routers cannot be trusted, neither can
the Internet itself. Furthermore a number
of service providers have become cus-
tomers of Cisco’s security products and
many will have been eagerly awaiting the
company’s recent announcements of
Network Admission Controls Solutions
(NACS), designed to give private networks
greater protection against viruses and
worms. Cisco is hoping that third party
security vendors support this software
within their anti-virus and other products,
so that it becomes as ubiquitous a platform
for defending against intrusions as IOS
itself is for IP networks as a whole. NACS
comprises distributed agent software that
monitors the status of security compo-
nents such as anti-virus software from var-
ious clients and servers on a network. 

There is no question at present of ven-
dors failing to endorse NACS because of
the IOS security breach, and both
Symantec and Network Associates have
already made commitments. But some
customers, including Internet Service
Providers, have expressed private concerns,
and are holding back on decisions to
deploy Cisco security software until the
investigation into the breach has been con-
cluded.

Was it Cisco’s fault?
Since the FBI confirmed its involvement
in the investigation in late May, Cisco has
declined to make any meaningful com-
ment, and this was still the position at
time of writing. However the company did
admit that customers might link the inci-
dent to judgement of Cisco’s own security
software if it turned out the breach result-
ed from an internal security lapse. “There
are various ways it could have happened,
but we can’t comment on the manner in

which it was done until the investigation is
complete,” said a spokesman. This, the
spokesman admitted, could take several
more months. 

Again the security community was
divided over the source of the leak. Early
evidence implicated a Sun Sparc server as
the source, accessed via a Virtual Private
Network (VPN) connection, leading some
to conclude that it must have been within
Cisco’s internal network. This was based
on the assumption that other parties with
access to IOS source code such as software
developers or remote workers would be
more likely to have the software on a lap-
top, and come in over a or dial up connec-
tion and not VPN. 

But even as circumstantial evidence this
is dubious, for there are plenty of third
party developers with access to IOS source
code on servers. Until the server’s identity
is obtained it is impossible to draw any
firm conclusions merely from its type. 

Minor risk
When it comes to the risk, there are rea-
sons for cautious optimism. As already
noted hackers tend to be less interested in
attacking routers, or have been until now.
And while the amount of code claimed to
have been stolen from Cisco, about 800
MB, is considerably more than in the case
of Microsoft, the perpetrators have only
revealed a small proportion of it.
Furthermore the Microsoft code was freely
available in a clean state ready for down-
load and was reasonably easy to work with.
This was not the case for the Cisco code,
which would require in depth knowledge
of the router hardware and of IP routing to
make any sense of. At present it is believed
that few hackers would have the expertise
to pore through 800 MB of IOS source
code and identify new vulnerabilities to
exploit. The exception would be hackers
who have worked either for Cisco or in the
IOS developer community. Such people
may exist, but they might well have legiti-
mate access to IOS source code anyway.
The conclusion therefore is that the theft
reinforced the similar Microsoft incident
in highlighting the futility of keeping

source code secret, but does little to add to
the existing burden of risk. 

Some experts suggest that access to IOS
source code could help hackers mount
large scaled distributed denial-of-service
attacks against Cisco routers. This possibil-
ity exists, but unless Cisco has been asleep
for the last 10 years it will have engineered
IOS to withstand DOS attacks. 

The greater potential threat is that if a
sufficient amount of source code were
available to hackers, they could modify
Cisco’s licensing mechanisms, enabling
them to create illegal copies incorporating
backdoors or Trojan Horses that could be
exploited subsequently to gain entry. At
present though it is not known which
parts of the source code were leaked, for
neither Cisco nor the attackers have
revealed it. This is thought to be a bigger
danger than an immediate worm, posing a
rather longer-term subliminal threat that is
hard to quantify. 

The real question perhaps is whether
such incidents in which a portion of
source code of a major software platform
on which almost every business depends is
stolen in some way really increases risk of
attack. Clearly they do bring some risk
increase, but there is little evidence so far
that there have been more security breach-
es as a result. Indeed few if any of the
major attacks have relied on access to
source code, although they have exploited
vulnerabilities, for example in Windows,
resulting from failure to make security a
sufficiently high priority during successive
software design cycles.

It is true that by making software open
source, the impact of code theft is entirely
eliminated. But as has been argued before
in this newsletter, making software open
source does not prevent there being
unknown vulnerabilities. These vulnera-
bilities may not be hidden in the sense of
being shielded from public view, but are
unknown because the code is so complex
and convoluted that noone has yet discov-
ered them. It may be that open source soft-
ware will ultimately prove to be more
secure because of its widespread scrutiny
and the fact that it does not rely on secre-
cy for security, but that case has yet to be
finally proven.
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