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Malware update

Numerous new worms have not unexpectedly sur-
faced recently. The Windows system-targeting
Sasser worm was the most disruptive and
prolificdit adversely affected operations at hospi-
tals, post offices, airlines, and in other settings.
Sasser exploits a recent buffer overflow vulnerabil-
ity in the lsass.exe program (see Microsoft Security
Bulletin MS04-011) in these systems, enabling an
attacker or malicious program to run unauthorized
code on victim systems with superuser privileges
that result in total control of these systems.
Sasser spreads by scanning randomly selected IP
addresses for vulnerable systems and then sending
excessive input to such systems to infect them
by downloading an executable file. Sasser also
changes a value in each infected system’s Registry
so that this worm starts every time a system boots.
Several variants of this worm appeared in a few
weeks. The self-admitted author of this worm
was recently arresteddsee the next section of
Security Views.

Variants of another Windows-targeting worm,
the Bobax worm, also recently spread itself over
the Internet by capitalizing upon the same vulner-
ability that Sasser exploits. It copies itself into vul-
nerable systems and makes several Registry
changes to cause the worm code to run every time
an infected system boots. Next Bobax tries to de-
lete every file in the %temp% folder that begins
with ‘‘~’’ and then inserts itself in this directory
as a file with a .dll extension. Bobax also inserts
itself into Explorer.exe, something that may cause
the Windows Explorer to crash. This worm also
tries to connect to a remote Web server to record
that it has infected another system. The Web serv-
er’s response directs the victim system to send
spam, to download and execute programs, to trans-
mit information about itself, or to start or stop
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scanning designated IP addresses. When it scans
remote computers, Bobax determines whether
they are Windows XP systems by trying to make
a connection to TCP port 5000. If successful in con-
necting to this port, Bobax sends input to the sys-
tem to TCP port 445 in an attempt to exploit the
lsass.exe vulnerability. If it is able to do so, this
worm creates an HTTP (Hypertext Transfer Proto-
col) connection from the victim system to the sys-
tem that launched the attack to push the worm
code into the victim. Finally, Bobax opens several
randomly chosen ports on the victim so that re-
mote connections can be made to this system.

Unlike Sasser and Bobax, the recent Wallon
worm is an email-borne worm. It functions differ-
ently from most email-borne worms, however, in
that this worm does not embed itself in an email at-
tachment. Wallon instead simply sends a link that
appears to be to the Yahoo site in an HTML (Hyper-
text Markup Language) message. If the message
recipient clicks on the link, the resulting HTTP
connection is redirected to a Web page that down-
loads an HTML file that contains an encrypted link
to yet another page. This additional page is actually
the one that is usedmaliciously; it exploits a vulner-
ability in object data that results in the download-
ing and execution of a file that downloads various
components of this worm. These components in-
clude a binary file that replaces the executable
for the Windows Media Player in addition to others,
including the worm executable itself. Wallon
changes the Internet Explorer’s startup search page
and then checks the value of a certain Registry key
to determine whether a certain entry is present.
If it is, it connects ten times to a certain Web site
after an initial delay of 5 h; if it is not, it creates
the Registry key. Wallon also attempts to open
a Windows Address Book file; if successful in doing
so, it creates a mail engine it uses to spew mes-
sages to the addresses it finds. Finally, it sends
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a message to a particular email address to notify
the worm’s author of every infected system.

All of the major recent worms have once again
targeted Windows systems. Some, such as Sasser,
were particularly adept at infecting systems, with
possibly as many as two million systems worldwide
succumbing to this worm and some still falling prey
to it. I seriously wonder how much longer many
organizations and the user community at large will
be willing to tolerate massive worm outbreaks such
as those by Sasser, Bobax and Wallon (in addition
to others). One of two outcomes is likely to eventu-
ally happendeither people will quit using Windows
systems (or drastically curtail their use of these
systems) or they will start ensuring that their
systems have the latest hotfixes and anti-virus soft-
ware updates. Keeping up with hotfixes is a partic-
ularly difficult challenge. For one thing, the sheer
number of hotfixes that are released necessitates
considerable effort in keeping up with hotfixes. Ad-
ditionally, Windows Update, a built-in mechanism
for automatically downloading hotfixes in Windows
systems, is available only in certain Windows sys-
tems and works only for hotfixes that Microsoft
deems ‘‘critical.’’ Interestingly, Service Pack 2
(SP2) for Windows XP will have capabilities that
prevent outcomes such as buffer overflows, there-
by protecting XP systems from the kinds of attacks
that Sasser and Bobax launched. I predict, how-
ever, that authors of malware will quickly devise
new methods that bypass many of SP2’s features.

Update on the war against
cybercrime

German police have been particularly busy re-
cently in the war against cybercrime. Sven Jaschan
of Rotenburg, Germany, has been arrested on
charges of computer sabotage. Jaschan, an 18-
year-old high school student, has according to
German police, confessed to being the author of
the Sasser worm after law enforcement authorities-
tipped off by informants-seized his computer and
reportedly found the worm’s source code on it.
He faces up to five years in prison. Jaschan may
also have created several versions of the NetSky
worm. German police have also arrested a 21-
year-old man from Baden-Wuerttemberg who has
reportedly confessed to being the author of the
Phatbot worm. According to German law enforce-
ment authorities, several others may have been
complicit with the suspect in authoring this worm
as well as possibly other worms.

Robert J. Murphy of South Carolina was arrested
on 26 counts of using a computing system to
electronically stalk and harass Joelle Ligon of Seat-
tle, Washington. Murphy is the first to be charged
with violating an amendment to a US telecommu-
nications law that forbids using methods such as
electronic mail to send obscene information. Ligon
pled innocent in US District Court; he remains free
after posting USD 50,000 bail. Murphy is accused of
flooding Ligon and those with whom she worked
with sexually explicit and obscene messages and
images, even after she changed from one job to
another in different states. Ligon stated that she
at first ignored what Murphy sent her, but she later
started saving everything to collect legal evidence.
The FBI, US Attorney’s Office and King County pros-
ecutors worked with Ligon to bring the case to
prosecution. The US government maintained the
right to examine Murphy’s computer until the trial
begins. Murphy could face up to two years of prison
time for each count. Ligon’s efforts have been
a major catalyst for a recently passed law forbid-
ding electronic stalking in the state of Washington.

A 21-year-old UK man is the first in his country to
face charges of perpetrating a phishing scheme.
The man, an unemployed person from Lytham
St Anne’s, Lancashire, was arrested after a National
Hi-Tech Crime Unit investigation that was triggered
by a complaint by Smile, an Internet bank. Theman,
whose identity has not yet been released, was free
on bail while his computers underwent a thorough
analysis to obtain potential evidence. A law en-
forcement spokesperson said that the man is prob-
ably not part of any organized crime ring; if
anything, he instead allegedly engaged in the phish-
ing scheme to imitate others who had perpetrated
similar schemes. Meanwhile, the UK’s Association
for Payment Clearing Services (APACS) issued
a warning to bank customers that a rash of phishing
schemes is likely to occur in the near future.

A Texas federal court judge has given Zachary
Hill a sentence of up to 46 months in prison for
his participation in a phishing ploy. Hill, 20 years
old, obtained nearly 500 credit card numbers by
sending messages that appeared to be from AOL
and PayPal notifying people that their accounts
had expired. These messages directed recipients
to type their card numbers into fake Web pages.
Hill then gleaned the card numbers that were
entered and used them to run up charges totaling
almost USD 50,000.

A Vietnamese computer engineering student at
the National University of Singapore has pleaded
guilty to computer misuse charges in Singapore
for embedding a keystroke capturing program in
a game. Several of his friends, as well as others,
unknowingly downloaded this program. He cap-
tured passwords and user IDs using the information



Security views 357
he obtained from one machine to steal money
from another student. Nguyen Van Phi Hung may
receive a fine of up to SGD 50,000 and up to ten
years in prison for three of the four charges against
him. The fourth charge may result in a fine of SGD
10,000 and up to three years imprisonment.

Benjamin Stark of Florida has admitted that he
gained access to 11 US government and private sec-
tor networks. The 22-year-old Stark conceded that
he had worked in complicity with a partner; collec-
tively they referred to themselves as ‘‘The Decep-
tive Duo.’’ This team took credit for defacing US
government Web sites; messages on defaced sites
implored the US government to deal with critical
infrastructure protection issues. Stark also faces
charges for allegedly selling stolen credit card
numbers to an undercover FBI agent in a chat room
several years ago. Stark, who faces between 24 to
36 months in prison, struck a plea bargain with
prosecutors and will be sentenced in September.

The accused, self-confessed and/or convicted
cybercriminals mentioned in these news items
were arrested on a wide variety of charges. Cyber-
crime has diversified considerably over the past
years; it appears that law enforcement is recogniz-
ing and dealing with its new manifestations in
a most admirable manner. The recent arrests of
several self-admitted worm authors in Germany
are particularly intriguing. Given that there are
so many Internet users in such a large number of
countries around the world, tracking down individ-
uals who have written and released worms must be
a particularly difficult task. As the news of worm
authors and their accomplices being identified
and charged by law enforcement circulates, other
would-be worm authors are likely to be deterred
from creating and releasing such malicious code.
Microsoft’s rewards for informants who identify
worm authors may ultimately help, as several indi-
viduals are likely to receive reward money from
Microsoft for having provided information in the
Jaschan case, for example. Finally, at least some
of the many law enforcement agencies appear to
be cooperating with each other, as evidenced by
the fact that the arrest of Jaschan resulted from
cooperative efforts by the US Secret Service, the
FBI, and the German Federal Police.

Electronic voting system security
still under fire

According to a group of security researchers, the
electronic voting systems that nearly 30% of voters
will use in the upcoming US Presidential election
have significant security-related flaws. In a recent
testimony before the US Election Assistance Com-
mission, these researchers asserted that it would
be impossible to secure the large and complex
50,000 lines of computer code that runs on top of
tens of millions of lines of operating system code.
Somebody with access to the code base, in partic-
ular, any vendor, could readily fix the outcome
of any election. Furthermore, the researchers
asserted that there would be no way for election
officials to guarantee that voting system software
is free of malicious code that alerts election re-
sults. Without voter-verifiable paper receipts, the
50 million Americans who use electronic voting sys-
tems this fall will have no way of knowing if their
votes were tallied properly. The end process may
also be severely flawed. In a recent test, when
the voting areas closed, memory cards were re-
moved from some of the voting systems and then
were inserted into one system for transmission
via modem to back-end servers. A weak encryption
algorithm was used and the key was hard-wired to
all of the systems; there was no encryption for any
transmissions to the back-end server. According to
the researchers, registration databases additionally
contain huge numbers of errorsda problem that led
to between 1.5 million and 3 million votes not
counting during the 2000 US Presidential election.
Several vendors have countered that any product
changes should be based on risk assessments, not
solely because vulnerabilities exist, and electronic
tampering with the voting systems would require
a long-term commitment by motivated attackers.

Ireland’s Prime Minister Bertie Ahearn re-
quested an independent analysis of a planned
electronic voting system after skeptics expressed
doubts regarding its reliability and accuracy. The
Ireland Commission on Electronic Voting deter-
mined that despite the many potential benefits
of electronic voting, the validity and secrecy of
the proposed system have not been proven. They
have recommended that the Irish government not
deploy the system until more rigorous testing on
a stable version of the product can be conducted.
In their report, the Commission propounded that
there must be a final, definitive version of all hard-
ware and software components that have been
subjected to a complete, independent review as
well as intense testing. The Commission also ad-
vises validity. Furthermore, the Commission as-
serted that as modifications to the system occur,
each new software release should be analyzed
and thoroughly tested before it can be deemed
to be valid for use in actual elections.

I am still far from comfortable with what is oc-
curring in the electronic voting arena, especially
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in the US Security experts such as Dr. Avi Rubin of
Johns Hopkins University have carefully evaluated
electronic voting systems. Virtually no indepen-
dent expert has to the best of my knowledge en-
dorsed the security of such systems, yet vendors
such as Diebold have typically deployed flimsy
strategies such as simply questioning the validity
of experts’ findings rather than addressing the
security-related concerns that have surfaced.
Rushing into electronic voting, something the US
appears to have done, thus seems incredibly
unwise. It is comforting, therefore, to see that
countries such as Ireland are taking a more
cautious stance concerning the use of electronic
voting systems.

UK parliament re-evaluates
cybercrime legislation

The UK Parliament All-Party Internet Group (APIG)
has started re-evaluating provisions of the UK’s
cybercrime legislation. Members of APIG have rec-
ognized that the Computer Misuse Act (CMA) that
went into effect in 1990 needs to be updated to
cover the types of Internet and other network at-
tacks that occur today. The APIG, for instance, is
worried that existing legislation may not cover
attacks such as denial-of-service (DoS) attacks.
These attacks are commonplace today, but they
were relatively rare when the CMA first went into
effect. The APIG wants to integrate IT industry
viewpoints into what will ultimately be a revised
version of this legislation. Other issues the APIG
is pondering include whether the CMA should be
changed to come into accordance with certain pro-
visions of the UK’s treaties with other countries
and whether the penalties that the CMA prescribes
are sufficient to inhibit the types of cybercrime
that now occur. Several members of parliament
also feel that authorized penetration testing should
now be considered legal and thus excluded from
any punitive provisions of the revised legislation.

Keeping cybercrime legislation up-to-date is an
important part of the war against cybercrime.
I fear that countries that have meaningful cyber-
crime legislation do not engage in this task often
enough. Fourteen years in the UK is, after all,
a long time interval for this kind of legislation to
remain unchanged despite all the radical devel-
opments in the IT arena over this span. Still, the
APIC deserves a great deal of credit for realizing
that changes are needed and doing something
about it. Furthermore, the issues this group has
identified are by all appearances very important
ones. The APIC’s task will by no means be easy.
It is, for example, extremely difficult to gage the
effect of legislative provisions upon potential
cybercriminals’ willingness to engage in unlawful
computer-related activities. It will thus be ex-
tremely interesting to see the final result of the
APIG’s efforts. You will be hearing quite a bit more
about this legislation in Security Views as the APIG
proceeds in this arduous task.

UK parliament restricts the use
of wireless

Members of the UK parliament will not be provided
with wireless phones and related wireless technol-
ogies in the Parliament building until security
concerns regarding them can be adequately ad-
dressed. Officials from the House of Commons
Commission made this decision after learning that
sensitive information transmitted over wireless
networks could easily be captured by unauthorized
persons. In a recent test, 46 cellular phones in the
building succumbed to attacks in which unautho-
rized persons accessed cellular phones based
on Bluetooth wireless communications in just
12 minutes. Afterwards parliament members
were cautioned to disable the Bluetooth function-
ality in their phones.

Stories of unauthorized interception of wireless
communications continue to fill the news. Fortu-
nately, an increasing number of organizations, the
UK Parliament included, are becoming more cau-
tious in the use of wireless technology, at least until
appreciable improvements in this technology be-
come available. New, more secure technology is
imminent, so any current inconveniences due to re-
stricting the use of this technology are likely to be
short-lived.

New international banking laws
require disclosure of risks and
incidents

New international banking laws resulting from
Basel II regulations mandate that UK financial insti-
tutions divulge their exposure to IT-related security
risks, including cyberattacks, so that insurers and
auditors can determine the amount of liability. Un-
der these provisions banks must create databases
that reflect a minimum of three years of IT-related
events that have occurred, including the number of
security-related incidents that have taken place.



Security views 359
These data are to be given to banks’ insurance com-
panies and auditors in addition to international reg-
ulators. The compliance deadline is the year 2007;
financial institutions must accordingly create sys-
tems that record attacks from this point on. Non-
compliant banks must put 2.8% of their assets in re-
serve to address IT-related liabilities. Critics have
complained that compliance will be excessively
costly to UK financial institutions.

Basel II regulations have had an enormous
impact on the IT arena in many countries, parti-
cularly on the IT security arena within financial
institutions, and the impact will grow as the com-
pliance date approaches. My consulting experience
has taught me that in general financial institutions
do better in security risk management than most
other institutions, so one might question why
financial institutions are being forced to comply
with these new laws. Although the financial cost
of complying with these laws will be high, divulging
risk exposures and security-related incidents will
likely be the most difficult part of complying.
Financial institutions have been reluctant to dis-
close such information because of the potentially
huge negative effect such disclosure has upon cus-
tomer and stockholder confidence. US banks have
for years been required to report certain kinds of
security-related incidents they experience to the
Office of Currency Control (OCC), yet few banks
actually share such information with the OCC.
It will be interesting, therefore, to see if interna-
tional banks will comply with the disclosure
requirements in this new legislation.

New US DOE initiatives include
cyber security provisions

US Department of Energy (DOE) Secretary Spencer
Abraham announced initiatives to boost security
across DOE laboratories and defense facilities. In
addition to prescribing initiatives such as those
that call for storing sensitive nuclear material at
fewer locations and creating a special protective
security force, Mr. Abraham also described new
measures for protecting classified computer infor-
mation better, upgrading security systems at criti-
cal DOE sites, and elevating security awareness
among managers. To elevate the protection of sen-
sitive information, a Cyber Security Enhancement
Initiative to protect the confidentiality, integrity,
and availability of all information on critical sys-
tems is being launched. A significant provision is
that systems that hold such information must be
capable of functioning even if they are being
actively attacked. Further initiative measures for
2005 include use of intrusion detection systems
to thwart cyberattacks, enhancing measures that
counter Internet threats, and boosting protections
for on-line information. Sensitive functions such as
weapons design would be conducted in a more se-
cure diskless environment, thus helping prevent
attacks in which saboteurs steal removable com-
puter media containing classified information.
Other actions under this initiative include replac-
ing mechanical keys with complex new technolo-
gies, thereby establishing an environment that is
not likely to be compromised by any physical
object that is subject to being lost or stolen. Mr.
Abraham also announced that quicker background
checks are being conducted during the employee
security clearance granting process and an intern
program is being established to recruit outstand-
ing technical personnel in cybersecurity, nuclear
material management, and physical security.

It will truly be impressive if the US DOE is able to
successfully implement all or even most of the
measures that Mr. Abraham recently described.
The DOE arena is truly a complex one, consisting
of everything from unclassified research and oper-
ations to highly classified weapons research and
production. I particularly like the provision that
says that managers need greater security aware-
ness. In my experience I have too often seen where
the ignorance and indifference of management to
security issues was extremely detrimental to the
success of information security programs. Another
excellent provision in Mr. Abraham’s initiative is
that systems that store critical information must
be functional even during the times they are being
attacked. I feel that survivability of systems is one
of the most important directions that information
security research and ultimately computer and
network design itself can take if we are going to
make genuine progress in information security.
We will never be able to defend systems and net-
works to the point that we can stop all attacks,
so the capability of systems and networks to recog-
nize and drastically lessen the impact of attacks is
a truly promising direction.

Combined federal contract for
smart cards

Five US federal agencies, the Department of Veter-
ans Affairs, Defense Department, Interior Depart-
ment, Homeland Security Department, and NASA,
are cooperating to issue a large contract buy up
to 40 million smart cards over the next three years.
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Although these particular agencies have ini-
tiated the procurement, other US agencies can
nevertheless buy smart cards in accordance with
the terms of the contract. The combined order
may save as much as USD 5e24 per card. The cost
of the actual smart cards is, however, greatly
overshadowed by the cost of the other elements
needed, such as smart card readers and develop-
ing procedures for smart cards. This contract may
also include keyboards with built-in smart card
readers.

I would really like to see this effort succeed.
Five important US agencies have agreed to buy
a large number of smart cardsda significant step
forward in the quest to provide stronger authenti-
cation than passwords can provide. Cooperation
between these agencies (something that is not all
too common within government circles) has made
the price of smart cards much more affordable.
If these agencies succeed in widely implementing
smart card authentication, other agencies (and
perhaps even the commercial sector itself) will
sooner or later be pressured to follow suitd
a major victory in the information security arena.

Microsoft and Germany sign
security pact

Microsoft CEO Steve Ballmer and German Federal
Government Interior Minister Otto Schily signed
a pact that commits Microsoft to cooperating with
several security-related organizations and support-
ing a German standard for secure legal trans-
actions. Under this agreement, Germany will
license extensible markup language (XML) dialects
used in Windows Office 2003. Microsoft committed
to incorporate support for OSCI, a German stan-
dard for secure legal transactions, into its .Net
framework. Microsoft also agreed to continue par-
ticipating in Interior Ministry programs to promote
open standards and interoperability among soft-
ware applications. This agreement is significant
because Germany has been vigorously promoting
open-source software to supplant Microsoft soft-
ware. Last year, the city of Munich elected to mi-
grate 14,000 government-owned Windows PCs to
Linux; the German government has actively pro-
moted several other Linux development projects.
After an experiment with the Danish government,
Microsoft agreed last year to supply royalty-free
licenses for the XML schemas used by the main ap-
plications in Office, which uses XML to ensure that
data in documents can also be read by systems
other than Windows systems.
This development is intriguing, especially con-
sidering that in the past the German government
has adopted an anti-Microsoft posture and also
that Microsoft has previously taken a strong stance
against open-systems software. Now Microsoft is
agreeing to promote open-systems standards in ad-
ditional to interoperability. Interoperability is a
special sore point with Microsoft critics, who have
accused Microsoft of deliberately making its prod-
ucts non-interoperable to force the user commu-
nity to buy its products. Will this agreement
between Microsoft and the German government
really work? Will Microsoft now say that open-
source software is conducive to security? Only time
will tell, but given what has happened in the past,
I would not bet on it.

Security breaches drive away
customers

Security breaches and malware such as worms and
Trojan horse programs can cause a company’s sys-
tems to crash or function poorly for extended peri-
ods of time, seriously diminishing customer
confidence and making it impossible for customers
to access that company’s Web sites. A recent sur-
vey shows that phishing attacks, attacks in which
a scam artist uses a phony rendition of a financial
institution’s Web site to obtain personal banking
information from gullible customers, can result in
even more damage. Competing firms often men-
tion such security breaches to motivate customers
to switch from another firm to theirs. In a survey
conducted by Energis, a telecom firm, 47% of cus-
tomers in the business-to-business sector switched
firms after a firm experienced a security breach.
Those who did not switch firms tended to spend
slightly lessdan average of 4% lessdafter a security
breach. A second survey showed that 75% of indi-
viduals with bank accounts were less likely to re-
spond to email their banks sent them because of
being suspicious of phishing attempts. Approxi-
mately the same percentage of account holders
shopped less on-line because of the phishing
threat.

I do not know much about the scientific rigor
with which this survey was conducted, but the
results are certainly intriguing. I remember one
unfortunate byproduct of the well-publicized
break-ins into Citibank computers in 1994 by two
Russians that resulted in transfer of funds to vari-
ous accounts around the world. Although Citibank
dealt admirably with this incident, a number of
its corporate customers switched to other banks
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after the news of this incident became public. An
increasing number of studies, the present one
included, indicates that security breaches produce
tangible financial loss independent of any money
stolen or the cost of responding to these breaches.
Slowly but surely organizations will catch on, so to
speak, something that will invariably lead to
improved security.

Recent arrests based on new US
anti-spam law

In the US government’s first test of new legislation
against spam email (the CAN-SPAM Act), US Federal
Trade Commission (FTC) authorities arrested two
email marketers, Christopher Chung and Mark
Sadek, and are looking for two others, James Lin
and Daniel Lin, on the grounds that they all alleg-
edly sent volumes of email advertisements for a re-
portedly bogus weight-loss patch. The four could
face up to five years in prison if they are convicted
under the US anti-spam law that went into effect
last January. All employees of a company named
Phoenix Avatar, they have also been charged with
mail fraud, which could result in a sentence of
up to 20 years. The defendants allegedly spoofed
the senders’ email addresses, something that is
illegal under the new anti-spam law. Phoenix
Avatar’s operations have been shut down and the
defendants’ assets have been frozen pending trial.
The FTC also filed charges to stop an operation by
Global Web Promotions Pty Ltd, an Australian com-
pany that is accused of sending a considerable
amount of spam in the US.

I previously predicted that the CAN-SPAM Act
would not be overly successful in stopping spam,
mainly because so much spam originates from
outside of the US. According to one source, spam
has actually increased since this Act was passed.
Still, it is good to see that the US government is
at least trying to enforce this Act, as evidenced
the recent arrests for violating this Act. Although
legislation may do some good, ultimately signifi-
cant progress in the war against spam will have to
come from new anti-spam technology, technology
that is much smarter than current technology in
discriminating between spam and non-spam traffic.

Cisco source code leak reported

The Russian security site SecurityLab.ru reported
that some (an estimated 800 MB) of Cisco System’s
proprietary operating system code used in most of
the company’s networking devices was pilfered
from Cisco’s corporate network. Later some of it
was reportedly leaked over the Internet. Cisco is
investigating what happened, and now the FBI
is also involved. Cisco discounted the possibility
that any code leakage that occurred would
threaten security in its devices.

Events such as this give strong support for those
who favor open-systems security because the
worse case event in proprietary systems is source
code leakage. The one that occurred at Cisco
was apparently not earthshaking, but it once again
illustrates that unless very strong precautions are
used in protecting proprietary software, any secu-
rity-related advantages associated with the propri-
etary nature of this software quickly dissipate.

Eugene Schultz
Editor-in-chief

2 June 2004
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